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Executive summary
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1 Introduction
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2 Empirical evidence of infrastructure interdepende ncies

? " & & + & +
" & + $ " $ & & 4 "
" &% + " 1 -&
& 4 - 4 - . 4 -& . & -
S "4 4 + $ D>E "+&
$ & & 1
8& . & " $ )1+l
o v ox TS
+ & 4
4 +1
! + & + & " +
& + & " &
& +& "4 & ) * &
4 " $ & & ,
$ 1& 4 $ & & + "
& & " "
" $+&" 5 $ 61
& - 9 0 $ O $ 1
< $ & & " +& &
"o & & & O $ $ $
-& " &- 4
+ " 1

2.1 Qualitative analysis of incident data

2.1.1 Buncefield explosion
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Geographical dependencies

Infrastructures affected due to proximity of
explosion site

Transport: smoke affected visibility at Heathrow,
M1 closed for two days

Energy: explosion destroyed adjacent business
park incl. 92 companies (damages over
£70m)

Information  headquarters of IT company

infrastructure: destroyed by blast, with multiple

cascading effects
A J \

~

Information infrastructure dependencies
)))) Cascading effects of the damage sustained by

Northgate Information Solutions

Health: five hospitals lost access to patient records and
admission/discharge systems and reverted to
manual systems for a week

Finance: £1.4 billion payroll scheme lost due to explosion
— recovered in time

Figure 1: Buncefield explosion and cascading effect s
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2.1.2 2007 UK floods
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Geographical dependencies
Infrastructures affected by flooding water
Transport: roads affected by flooding water
Energy:  power station flooded or shut down for
precaution ‘
& J
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Energy dependencies
Cascading effects caused by loss of energy
Telecommunications: loss of telephony services in some
areas
Water treatment: loss of waste water storage and
treatment
A /)
Figure 2: Cascading effects during the 2007 UK floo  ds
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2.2 Quantitative analysis of TNO data
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Figure 3: Prediction of probability of cascade infr

astructure failure
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2.3Anecdotal evidence
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3 Critical Infrastructure and interdependencies—init

requirements
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Figure 5: Example of Information Infrastructure int radependencies (from [11])
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3.5Non-technical, intangible, infrastructures
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3.6Industry practice and viewpoints
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Figure 6: Overview of preliminary requirements
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4 Modelling, simulation and analysis—capabilities
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5 Recommendations and overall conclusions

5.1 Proposed outline strategy and conclusions

Figure 8: Market segmentation
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5.1.3 Knowledge transfer and co-ordination
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7 Glossary
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